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INTRODUCTION

EzyBonds offers an EzyMerchant payment facility which allows web site operators and merchants
to accept payments for goods and services from other EzyAccount holders.

This online transaction happens in real-time and if the customer has sufficient funds in their
EzyAccount, the transaction takes place immediately. The customer’s account is debited, and the
merchant’s account is credited instantly.

At the same time this transaction is taking place, the EzyBonds back office sends a “natification”
to a nominated script on the merchant’'s web site advising that the transaction is occurring.
Currently, there are two different types of notification that can be sent to the merchant’s script.
This gives the merchant the opportunity to check the validity of the transaction and also to accept
or decline the requested transaction. Please see Notify Script later in this documentation.

If the customer does not currently have an EzyAccount, they are given the opportunity to sign-up
and create a new EzyAccount. As a merchant, you have options as to what membership type the
customer creates and you also have the ability to “subsidise” the overhead costs of the
transaction such as the credit card processing fees and the transaction fee. Please see Merchant
Memberships and Merchant Subsidies later in this documentation.

The whole payment process is initiated by the placement of a specially coded “Payment Button”
on the merchant web site. This button passes all necessary transaction information to the
Merchant Payment page. Both single and multiple item purchases are possible.
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Transaction security is handled in three ways.

1. All communication with the EzyBonds site is via SSL, which is the industry standard for
online encryption and security.

2. Special PIN codes are used with each transaction for added security so any malicious or
fraudulent transactions will be intercepted.

3. The “notify script” on the merchant web site is never made public, therefore reducing
fraudulent attempts at bogus transactions.

Points 2 and 3 are explained later in the documentation under the headings Pin Codes and
Notification Script



SETUP

There is a small set of steps that must be performed by the merchant to set up the EzyMerchant
payment system.

First you must go to the EzyMerchant area of the web site.

Currency : Australian Dollars

Ezymerchants EzyAccount ID : 4859
EzyBon | | EzyAccount | Contact Us

Overview | Payment Button | Security Pins | Downloads & Docs | Notification URL

Invoices | Receipts | Payment Splits | Membership Setup | Subsidy Setup | Guide

The relevant links to EzyMerchant payment setup are as follows...

The Payment Buttons section allows you to quickly fill in some fields and create the payment
button code to place on your page. You do not have to use this tool but it is there to give you
some idea as to how to create the button code.

The Security Pins section allows you to download blocks of unique PIN codes. These codes are
unique to you and will be forwarded to you via an email text attachment. You need to download
PIN codes to use the payment system.

The Downloads section is where you can download the latest documentation and example
scripts.

The Notification URL section is where you save the URL address of your payment Notification
script. This script is a customised script created by you and placed on your web site. It receives
payment notifications and acknowledges back to the EzyMerchant payment system. This URL is
never visible to the public and you may change it whenever you wish. You must have a
Notification script on your web site and the URL saved here to use this system.

The Membership Setup section allows you to specify what type of membership any new
members will have if they create an EzyAccount through your payment page. You may choose
from a list of memberships from the default to the membership settings set by the system
administration.

The Subsidy Setup section allows you to pay a certain percentage of any membership costs,
transaction fees or credit card processing costs when a customer creates a new EzyAccount
through your payment page.

Each of these areas is covered in more detail in following sections within this documentation.



NOTIFICATION SCRIPT

The Natification script is a web based programming script which you create and install on your
web server. The script may be written in any web based scripting language such as PERL, PHP,
and VBScript etc. Its sole purpose is to receive notifications from the EzyMerchant payment back
office. These notifications are sent whenever a payment by one of your customers is being
processed.

If you click on the “Notification URL” link at the top of the EzyMerchant page, you will be shown
the following form:

Currency : Australian Dollars

gz}-merchants EzyAccount ID : 4859
EzyBon | | EzyAccount | Contact Us

Overview | Payment Button | Security Pins | Downloads & Docs | Notification URL

Invoices | Receipts | Payment Splits | Membership Setup | Subsidy Setup | Guide

» Merchant Notification URL AUSTRALTIAN DOLLARS

The Motification URL is the URL of the CGI script on your server with which the EzvAccount server commmunicates to notify you of any
payments,

This URL is never wisible to the custormer and should be kept secret to prevent malicious users from trying to falsify payvments, It
should be noted that the PIN number system will safeguard against malicious payments even if the Notify URL is discovered, However,
it is bettar that the URL is not known to prevent any fraudulent atternpts.

You must have a Motification URL for the EzyBonds system to accept payments made to you. More information can be
found in the "Downloads & Docs” section.

Fields labelled in red are required.

Notification URL : |htt|:|s:f’.f’secure.dataative.neta’notiﬁc:ation_example.asp |
Web Site URL : |Fttp: Afwen dataactive .com.au |
Logo URL : |htt|:|:f’.f’www.dataactive.com.aufimagesflogo.jpg |

| Save Web Site URLs

You enter the URL to your notification script on this form. You must have a notification script
installed on your web server and you must enter the URL to that script on this form if you wish to
accept payments. You may also enter a URL to your logo which will appear at the top of the
payment page.

The URL to your notification script is never seen by your customers as it is only stored within the
EzyMerchant database and is never actually displayed on any pages. The EzyMerchant back
office communicates with this script behind the scenes. It is advisable to name your script in a
manner that will make it hard to guess as some malicious users may attempt to fool the system
by guessing the URL. Please note that even if someone does manage to guess the notification
URL, the PIN code system will thwart any fraudulent transactions.

Please see Appendix 2 — Notification Specifications  for explanation and parameter fields that
are passed to the notification script and also what the script must return back to the EzyBonds
server.



PIN CODES

An added security feature of the EzyMerchant payment system is the use of PIN codes.

If you click on the “Security Pins” link at the top of the EzyMerchant page you will be shown the
following page.

From this page, you can download new PIN codes in lots of 1000 or download a list of your
unused PIN codes. These codes are sent to you via email as a text attachment.

Currency : Australian Dollars

Ez}-merchants EzyAccount ID : 4859
EzyBon | | EzyAccount | Contact Us

Overview | Payment Button | Security Pins | Downloads & Docs | Notification URL

Invoices | Receipts | Payment Splits | Membership Setup | Subsidy Setup | Guide

» Download PIN Codes AUSTRALTIAN DOLLARS

To process payments from vour web site, you must create a pin code list in the EzyBonds database, This pin code list will be sent to
you wia email, Whenever a payment is being processed by the EzyBonds payment systern, a message will be sent to your notification
script. Included in this message will be an unsed pin code frorm vour pin code list. You must walidate this pin code by comparing to
yvaur copy of the pin code list and replyving to the ressage. Please see the merchant payment docurnentation for further details,

You currently hawve 982 unused PIN codes in the database.
Click one of the buttons below to receive new PIN codes via email, This may take a few moments, Please be patient.

1000 New PIN's || 5000 NewPIN's || 10000 New PIN's || 50000 New PIN's

| Download Unused PIN Codes |

Every notification sent to your script is accompanied by a unique PIN code that has been
assigned to your account only. Your notification script will then check this PIN code against your
database to verify that the code is valid. If the code is valid, your script will process the
transaction and return a positive result back to the EzyBonds server. If the code is not found, then
more than likely this is an attempt at a fraudulent transaction. Your script will halt processing at
that point and return a declined result back to the EzyBonds server.

Any PIN code assigned to your account will be a minimum of 16 characters and may be up to 50
characters in length and will always be alphanumeric.

Once a PIN code has been used, it will never be used again. Your natification script should tag
that particular code as having been “used” and should never accept notifications sent with that
PIN code again. Please note that this rule applies to any single transaction and that you may
receive two notifications for one transaction. In this case the same PIN code will be sent with the
second natification that was sent with the first notification. Please see Appendix 2 - Notification
Specifications later in this documentation.

It is your responsibility to ensure that you have sufficient “unused” PIN codes at any one time. If
you have insufficient PIN codes, the EzyMerchant payment system will not allow the transaction
to proceed.



PAYMENT BUTTON

The whole payment process is initiated by the placement of a specially coded payment button on
the merchant web site. The customer clicks on this button to make a payment or purchase.
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When a customer clicks on this button, they are taken, via secure SSL connection to the
merchant payment page on the EzyBonds web server.

You, as the merchant, place this HTML button code on your web site within <form> tags and also
add special hidden field’'s specific to that particular purchase.

Below is some sample HTML code for a payment button.

<form method="post" action="https://www.ezybonds.com/merchants/default.asp">
<input type="hidden" name="merchant" value="4859">
<input type="hidden" name="product" value="My Product">
<input type="hidden" name="product_id" value="prod001">
<input type="hidden” name="currency” value="USD">
<input type="hidden" name="amount" value="19.95">
<input type="hidden" name="return" value="http://www.mywebsite/return.html">
<input type="hidden" name="cancel" value="http://www.mywebsite/cancel.htm|">
<input type="hidden” nhame="type” value="payment”’>
<input type="image" src="https://www.ezybonds.com/images/front/payment.qgif'>
</fform>

This payment button code may be static, which means it always be for the same product and at
the same price, or it may be generated dynamically depending on the nature of your web site.

Please see Appendix 1 — Payment Button Specifications later in this documentation for a
description of all field names that may be included in the payment button code.

If you click on the “Payment Button” link at the top of the EzyMerchant web page you will find a
tool that will generate some payment button HTML code similar to that shown above which you
can cut and paste into your web page.

When the customer clicks the payment button they are directed to the EzyMerchant payment
page.



EZYMERCHANT PAYMENT PAGE

The EzyMerchant payment page is a generic page on the EzyBonds web site all customers are
directed to when they click a payment button.

Transaction Details

Merchant Mame Gallipoli online
Product EzyMerchantZart Order
Purchase Cost AlID 997,949

Non Ezybonds Members Pay Here

If vou are not an existing Ezvbonds member then please click the button
below to create your free Ezybonds membership and process this

transaction,

| Continue |

If vou are an existing Ezyvbonds member then please enter yvour login
details below to process this transaction,

Username | |

Password | |

Security Code | |

Click numbers to enter Security Code

9 4 (i ¥ 2

3 6 0 > 1

Ezybonds Login

Cancel Transaction

If the customer is an existing EzyAccount holder, they simply complete their log in details and
click the “Ezybonds Login” button. Non Ezybonds members click the “Continue” button where
they are presented with a typical web based form to fill in to create their new EzyAccount.

What existing EzyAccount members will see?



After logging in, existing Ezybonds members are presented with the following informational
prompts to finalise their purchase.

1. Select the currency account to pay with.

Transaction Details

Merchant Mame Gallipoli Online
Product EzyMerchantCart Order
Purchase Cost Z.00 AUD

Select Currency Account

Below is a list of vour current currency accounts showing the current
balance for each currency, Please select which currency account you would
lilkke to use to pay for this purchase.

Currency Balance Available
Australian Dollars 49.4F 49.47
us Daollars 83.60 83.60

| Cancel Transaction |

2. Choose payment method.

Transaction Details

Merchant Name Gallipoli Online
Product EzvMerchantCart Order
Purchase Cost 2.00 AUD

Select Payment Method

Please select how you wish to pay for this purchase by clicking on one of
the following options,

Pay by EzyAccount

Choose a different currency account

Cancel Transaction

3. If there are sufficient funds in the currency account chosen, payment can be made.



Confirm Payment

Merchant Mame Gallipali Online
Product EzvyMerchantZart Order
Purchase Price 2.00 AUD {@1.00000) = 2.00 AUD
Transfer Fee 0.50 USD (@1.34536) = 0.67 aub
Total To Pay 267 auD
Available Funds 49.47 AUD

vou hawve sufficient funds in this currency account to pay for this purchase.
Please review the payment and transaction amounts, If vou are satisfied
with the transaction details and wish to continue then click the "Pay Mow"
button to immediately pay for this purchase.

| Pay Mow ! |

| Cancel Transaction |

4. Payment completed. (Note that up until this point the transaction can be canceled.)

Payment Complete

Merchant Mame Gallipali online
Product EzvMerchantCart Order
Purchase Price 2,00 AUD (@1.00000) = 2.00 aUbD
Transfer Fee 0.50 USD (@1,34536) = 0.67 alUD
Total Deducted From EzyAccount Z.67 AUD

The transaction shown abowe has been processed and is now complete, The
Merchant has been notified of vour payrent and should be in contact with
vou in the near future, vou may return to the Merchant web site by clicking
the button below,

Return to Merchant




What is seen when creating a new EzyAccount

If a new EzyAccount is being created the following screens are presented to establish the new

EzyAccount and complete the first purchase.

1. After pressing the “Continue” button on the initial payment page, the first screen prompts for a

credit card currency type.

Select Credit Card Currency

Because of our credit card walidation procedure, we can only accept credit
card payments from cards funded in certain currencies., If your credit card
iz not funded in one of the listed currencies, vou will not be able to complete
the walidation process or complete this transaction.

Please select the currency vour credit card is funded in.

Credit Card Currency |Please Select =]

Continue |

Cancel Transaction

2. Once the credit card currency type is chosen, the following typical registration form is

presented starting with the transaction details.

Transaction Details

Below is a summary of the transaction you are currently processing
including any fees pavable and the total amount yvou will pay.

Merchant Gallipoli Cnline
Product EzyMerchantZart COrder
Purchase Cost AUD 2,00 (@ 1.000000) = AUD 2.00
Ezybonds Membership ALD 0,00
Transfer Fee =0 0 (@ 1,345356) = AUD 0,00
Transaction Fee =0 0,30 (@ 1,345356) = AUD 0.40
Subtotal AUD 2.40
Card Processing Fee [1.65% @ 2.40) = AUD 0,04
Total To Pay AUD 2.44

(Form continues next page)



Personal Details

PFlease enter your personal details in the formm below,

All fields are required.

First Mame | |

Last Name I |

Email Address [ |

Repeat Email Address I |

Country OF Residence ISeIect Country I

Username | |

Password | |

Repeat Password

Security Question I | =]

Security Answer | | e

I Tick here if you have read and agree to the EzyAccount Terms &
Conditions

Credit Card Details

Friendly Mame : | |ﬂ

Billing Address :

Billing Country ; |Se|ect Country ;l
Billing Zip Code : | |

Card Type : Select Card Tyvpe ;l

Bank Mame :

Card Number :
Card Holder :

Card CCY Numiber :
Expiry Date : Month = | |Year -]

ID Yerification : | |ﬂ

| Create Account |

This process may take a few moments. Please be patient.




Once the form has been submitted and accepted, the new EzyAccount will be created and the
transaction fulfilled once the credit card has been validated. This process is required only once
during the creation of the new account. If the credit card is validated per instructions received by
the new EzyAccount holder and sufficient funds exist, the order is processed and payment
credited to the merchant.

For both payment scenarios, if it is determined they have sufficient funds, the first of the two
notification types (CHECK) is sent to the merchant’s notification script. At this point the merchant
notification script may reply with either a ‘confirm’ or a ‘decline’ response. If the merchant script
returns a decline response, the transaction ends there. The customer is informed that the
merchant has declined that transaction and the transaction is then voided. If the merchant script
returns a confirm response, the transaction is completed and a second natification (PAYMENT) is
sent to the merchant script advising of a successful payment.

Be aware that not all CHECK notifications will necessarily have a corresponding PAYMENT
notification.

Once the transaction is completed, the customer’s account is debited by the appropriate amount
and the merchant’s account is credited by the same amount. This happens in real-time.

Some of the fields in the payment button HTML code determine which page on the merchant’s

web site the customer will be redirected back to. The field called “return” is the URL the customer
is forwarded to on completion of a successful transaction. The field called “cancel” is the URL the
customer is forwarded to if they decide to abort the transaction by clicking “Cancel” at any stage.



EZYMERCHANT WEB SERVICES

Through our accredited corporate affiliate Data Active Solutions Pty Ltd , additional products

and services are available to assist EzyMerchants with the integration of the Ezybonds payment
system on their websites.

Data Active Solutions is highly knowledgeable and experienced with the Ezybonds payment
system and is formally recommended by Ezybonds Inc to those EzyMerchants who require
technical assistance in the integration of the Ezybonds payment system on their websites. The

nominal fees incurred for these products and services are well worth the expedited service and
support.

Data Active Solutions offers but is not limited to, the following EzyMerchant services:

The EzyMerchantCart shopping cart system
EzyMerchant website hosting

Payment Button integration

Notification Script integration

Customer & Contact Management / Newsletter Marketing

The EzyMerchantCart shopping cart system is a full featured, multiple product cart system which
brings all order transaction totals and associated values together for submission to the Ezybonds
payment system. It includes payment button integration and the required Notification script step.

The following graphical sequence highlights the EzyMerchantCart shopping system:

——

E ilttps:!fhecuré.dﬂtﬂi[tlive. net - E'zyMen::hanlaﬂ‘.nl‘ﬁ‘ “Secure gﬂnpp

b

Welcome Guest!
Store Start Page = Toasters

Kitchen Widgets, Gadgets & Gizmos

Cooking 3
Coffee Makers
Mixers
Gizmos ol -
Toasters T
Gadgets Oster 4-slice Inspire Krups 4-slice Toaster
Widgets Toaster, Brushed The Krups 4 slice toaster 2 :
Stainless has .. read more VillaWare 2-slice
The extra-long slots on the Retail; $58.00 AUD cindegella’s: aaster

Innovative and attractive
desi .. read mare
Retail: $59.00 ALID

Os . read mare
Retail: $49.93 AUD

Breville lkon 4-slice
Toaster

v

@ é 0 Internet




Store Start Page = Toasters = Oster 4-slice Inspire Toaster, Brushed Stainless m:

Kitchen Widgets, Gadgets & Gizmos

B Oster 4-slice Inspire
Toaster, Brushed
Stainless

B Krups 4-clice
Toaster

B villavare 2-slice
Cinderella's Toaster

B Breville lkon 4-slice
Toaster

Retail: $49.99 AUD

[largar view]
Oster 4-slice Inspire Toaster, Brushed Stainless
The exra-lnng slots an the Oster 4-Slice Toaster make enaugh
toast for averyane in less time. The slats are alsn exra wide, so
thare's ranm to tnast thickly sliced aourmet breads
Retail: $49.95 AUD

| A % e

[temiD | Description Guantity Rermaove ltemis) From Cart Frice Totals

If your arder is complete please enter your delivery details here then Proceed to Checkomt  (*required )

*

First Mame: ldohn

*

Last Mame; ‘Smith

*

Delivery Address ‘123 Main Street

|
|
Company Mame: ‘ |
|
|

TowniCity: ‘Any’town .
State: MY * Posteode: ’
Country, [Australia

Email: ‘john@myisp cam *
Fhone: 9252 9292 *
Fae \

Mokile or Cell Phore: |

Wiould you like to receive our newsletter?

Rememberthese details for future visits

28 | Oster 4-slice Inspire Toaster, Brushed Stainless 1 | M | M $49.99; $49.99

SUB TOTAL| AUD §45.99]

B @




Thank you, your order and shipping details have heen received,

Total| $49.99 |

Tax | $0.00|
S||i|_].|]i.|.].£.| [ ; $g' gu Click here to finalise payment for this order

Total Price | AUD §59.89|

| Jahn Smith | ezybonds
T 1 GLOBAL PAYMENTS
123 Main Street

Anvtowen WSV 2640

Australia

92892 9282

.Juhn@mwsp.cum

EzyMerchantCart by Data Active Solutions
yp for EzyM

aDﬂna i | | é_i.]ritemet __;w

For more information regarding the EzyMerchantCart shopping cart system, Notification script
and Payment Button implementation please visit: www.EzyMerchants.com




Appendix 1 — PAYMENT BUTTON SPECIFICATIONS

Below is a table defining each of the available fields within the payment button HTML code.

Field Name |Required Length Description

merchant Yes 10 Your EzyAffiliate ID.

product Yes 128 A short description of your product or
service. This description shows on
the payment page.

product_id No 16 The productid code for your product
or service.

invoice No 16 A merchant generated invoice
number for the current transaction.

currency Yes Currency type supplied by the
merchant.

amount Yes 16 The amount of the transaction in
merchants chosen currency.

return Yes 256 The URL the customer is returned to
upon successful completion of the
transaction.

cancel Yes 256 The URL the customer is returned to

if they choose to abort the
transaction or the transaction is
voided for any reason.

type Yes 16 A required field with a default
value="payment”

custom01 No 128 A custom field available for use by
the merchant.

custom02 No 128 A custom field available for use by

the merchant.

At the completion of the transaction or if the customer cancels the transaction, they are directed
to the URL specified in the return field or the cancel field respectively, as defined in your payment
button HTML code.

The customer is redirected to the specified URL by means of a form POST action. The following
fields are also sent as part of this form post.

merchant - As defined in the payment button.

product - As defined in the payment button.

product_id - As defined in the payment button.

invoice - As defined in the payment button.

currency — A currency type provided by the merchant.

amount - The amount in the merchant’s currency type actually processed.
payment — As defined in the payment button.

custom01 - As defined in the payment button.

custom02 - As defined in the payment button.

trans_id - The EzyBonds transaction id as sent to the notification script.



Appendix 2 — NOTIFICATION SPECIFICATIONS

During the processing of a payment transaction, The EzyMerchant back office may send two
different types of notification to the merchant notification script. These notifications send
information regarding the current transaction and are sent as a form POST.

The two types of notification are...

CHECK This notification allows the merchant script to check the transaction information and reply
with either a confirm or decline response. This is useful to check that a customer has not
tampered with the payment button code, especially the amount.

PAYMENT This notification is sent at the completion of a successful transaction. This is the
notification your script should act on to confirm that a successful transaction has taken place.

Be aware that a PAYMENT notification will not necessarily always follow a CHECK notification.

Fields sent with a CHECK naotification

notify_type - This indicates the notification type CHECK

merchant - As defined in the payment button.

product - As defined in the payment button.

product_id - As defined in the payment button.

invoice - As defined in the payment button.

amount - The amount in US dollars which will be processed.

custom01 - As defined in the payment button.

custom02 - As defined in the payment button.

pin_code - One of your unique PIN codes for you to verify the transaction.

Fields sent with a PAYMENT notification

notify_type - This indicates the notification type PAYMENT

merchant - As defined in the payment button.

product - As defined in the payment button.

product_id - As defined in the payment button.

invoice - As defined in the payment button.

amount - The amount in US dollars actually processed.

custom01 - As defined in the payment button.

custom02 - As defined in the payment button.

pin_code - The same PIN code sent with the initial CHECK notification
trans_id - A unique ID generated by EzyBonds for this transaction.

The merchant script must reply to each of these notifications as set out below.

Expected response to a CHECK notification

The EzyMerchant back office expects the merchant script to reply to a CHECK notification with
either the single word confirm or the single word decline . If the merchant script replies with
“confirm” then the transaction will continue to be processed. If the merchant script replies with
“decline” then processing will not proceed and the transaction will be voided. In the case of a
decline, the merchant script may give a reason for the decline by replying in the format
decline=reason .

Expected response to a PAYMENT notification




The EzyMerchant back office expects the merchant script to reply to a
PAYMENT notification with the single word acknowledge .

Notification Script Preparation
Login to your Ezybonds account. Navigate to the ezyMerchants section.
Enter the URL of the Notification script into the form and save.

Request 1,000, 5,000 10,000 or 50,000 pin code blocks. These are emailed to the email address
on the account. Store PIN codes in an accessible database or other data store.

Purpose of the Notification Script

Form source code on webpage’s is easily accessible and can be modified and resubmitted. The
notification script insures that the original purchase values, item id's, purchase totals and other
original data is compared to what is actually received by the Ezybonds payment system.

Description

The Ezybonds payment system utilises a 2 step Notification process which requires the
merchant’s notification script to respond to 2 requests sent by Ezybonds.

When the payment button form code containing purchase values is submitted by the merchants
website to the Ezybonds payment system and the purchaser's EzyAccount is logged into (or a
new EzyAccount is created) and before payment is transferred to the merchants EzyAccount, the
Ezybonds payment system first issues a 'CHECK' request back to the merchants notification
script via the notification script URL. This 'CHECK' request carries with it the values originally
entered into the form from the merchant’s site. The Ezybonds system also adds to this request
one of the PIN codes from the PIN code block which will be used to match one of the PIN codes
in your pin code data store.

Within this first CHECK request from the Ezybonds server will be the invoice id generated for the
original order on the merchant’s site. Using this invoice id (or order id) the values of the original
order can be recalled and compared to the order values still in the form field parameters passed
back by the Ezybonds server. A comparison routine of sort's should be run to insure that the form
values have not been tampered with in the form, especially the total amount.

The CHECK step logic could go something like this:

IF the order id passed back to the merchant notification script from the Ezybonds server exists in
the merchant database THEN check for a matching PIN code in the merchant PIN code data
store against the PIN code sent from the Ezybonds server.

IF there is a match THEN begin the order line item values comparison.

IF the line item price values match and the overall total matches THEN put a response string of
"CONFIRM" to the request header which is received back by Ezybonds.

ELSE IF there is a discrepancy that points to treason THEN put a response string of "DECLINE"
to the response header whereby Ezybonds end the process and the transaction is abandoned.

In effect the order id has been confirmed to exist and the order for which it represents has not
been paid for yet, the PIN code exists in the merchant’s block of PIN codes and is unused and
the price of each item in order is the same amount it was when ordered and the total of all items
ordered is the same as when the order was placed. Based on this genuine outcome of the
CHECK step a response of “CONFIRM” is written to the HTTP response header and given back
to the Ezybonds payment system.



Based on the Ezybonds server receiving the CONFIRM response, the payment transfer takes
place and the system issues a second, different PIN code sending all the order values back again
to the merchant notification URL. This in effect tells the merchant that Ezybonds is satisfied that
the merchant is satisfied with the first CHECK step and that Ezybonds is requesting an
acknowledgement of the payment result by way of a second request called the 'PAYMENT'
request. The merchant is asked to respond once more with the text string "ACKNOWLEDGE" in a
response header. The merchant again compares the second PIN code sent by Ezybonds (for
authenticity), and if a matching PIN code is found in the merchant's PIN code data store, the
merchants script replies with an "ACKNOWLEDGE" response put to the HTTP header whereby
Ezybonds finalises the transaction. At this point the merchant can do post transaction processing
such as issuing email receipts, database updates, etc.

The merchant’s natification script has to be 'intelligent' enough to continue waiting for the
"PAYMENT" request in the event of delays due to Internet outages, etc. The Ezybonds server will
continue to send the PAYMENT request until it is received.

IMPORTANT

: The notification script cannot write anything else to the screen except the 2 response
messages otherwise it will fail.
No redirection should occur in the notification script.
No processing should be relied upon to occur in the Return and Cancel URL's.
Post transaction processing by the merchant should occur only after the notification script
has responded with an ACKNOWLEDGE...

The following is example form code for displaying the payment button on a webpage and the
values that must be received by the Ezybonds payment system.

<form method="post" action="https://www.ezybonds.com/merchant/default.asp">

<input type="hidden" name="type" value="payment">

<input type="hidden" name="merchant" value="4859">

<input type="hidden" name="product_desc" value="Widget 1A">

<input type="hidden" name="product_id" value="001">

<input type="hidden" name="amount" value="100">

<input type="hidden" name="currency" value="AUD">

<input type="hidden" name="return_url" value="http://www.ezymerchants.com/return.asp">
<input type="hidden" name="cancel_url" value="http://www.ezymerchants.com/cancel.asp">
<input type="image" src="https://www.ezybonds.com/images/front/payment.qgif'>

</form>






THINGS TO BE AWARE OF

1.

If the merchant script replies to a CHECK notification with an invalid response, OR the
CHECK notification times out due to a communication error, the transaction will be voided
at that point.

A CHECK notification will not always be followed by a PAYMENT notification.

A different PIN code will be sent with the PAYMENT notification than was sent with the
original CHECK naotification.

If the merchant script replies to a PAYMENT notification with an invalid response, OR the
PAYMENT notification times out due to a communication error, the EzyBonds server will
continue to send the PAYMENT notification at set intervals until it receives the necessary
acknowledge response. Please note that the transaction has successfully been
completed at this point.

In the case of point 4 above, the merchant script must be “intelligent” enough to treat
repeated PAYMENT notifications with the same PIN code as one transaction not
separate transactions.

All transaction processing on the merchant server should be done on receipt of
notifications at the merchant script NOT at the return or cancel URL's.



